Navodila za prevzem digitalnega potrdila SIGEN-CA.

1. Na svojo spletno posto ste prejeli Referenéno Stevilko za prevzem digitalnega potrdila.
NPR: 12345678

Tue 21/12/2021 10:14

sigen-ca@gov.si
Referenéna stevilka
To

o We removed extra line breaks from this message.

spostovanilz) SN

Potiljamo vam referenéno Stevilko, ki jo poleg avtorizacijske kode potrebujete za prevzem spletnega kvalificiranega digitalnega potrdila s serijsko Stevilko
2514034216011, Digitalno potrdilo je izdano pri izdajatelju SIGEN-CA, ki deluje v okviru Driavnega centra za storitve zaupanja SI-TRUST na Ministrstvu za
javno upravo.

Referenéna 3tevilka za prevzem tega potrdila je: _

Avtorizacijsko kodo boste v nekaj dneh prejeli s poitno poéiljko. Postopek prevzema digitalnega potrdila lahko opravite do 15. 02, 2022. Kasneje potrdila
ne bo vet mogoce prevzeti, ampak boste morali zaprositi za novo referenéno Stevilko in avtorizacijsko kodo.

Navodila za prevzem digitalnega potrdila so dostopna na spletnih straneh https://www.si-trust.gov.si/sl/digitalna-potrdila/poslovni-subjekti/ , odgovori na
najpogostejia tehniéna in vsebinska vpratanja pa so na voljo na spletni strani hitps://www.si-trust.gov.si/sl/podpora-uporabnikom/ .
Za tehniéno pomeoc pri prevzemu lahko pisete na e-naslov ekc@gov.si ali poklitete na telefonsko Stevilko (01) 478 8550.

SIGEN-CA
Ministrstvo za javno upravo
Direktorat za informatiko

2. Avtorizacijsko kodo boste prejeli v pismu na FGG.
NPR: A1B2-C3D4-E5F6




3. Zaprevzem digitalnega potrdila sledite povezavi TUKAJ.
Izberete Prevzem potrdila.

Nato vpiSite Referen¢no Stevilko (iz maila) in Avtorizacijsko kodo (iz pisma) in izberemo
Prevzem potrdila v datoteko.
POMEMBNO:

Avtorizacijsko kodo vpiSete s pomislaji “ — * (npr: A1B2-C3D4-E5F6 in ne kot ALB2C3D4E5F6)

=N SI-TRUST
(A

Drzavni center za storitve zaupanja

Prevzem digitalnega potrdila SIGEN-CA
(v datoteko)

Navedila: Prevzem digitalnega potrdila SIGEN-CA v 5 KORAKIH
(prevzem v mobilne naprave ni podprt)

Referenéna stevilka:

Avtorizacijska koda: _
Prevzem potrdila v datoteko

Geslo za datoteko je enako avtorizacijski kodi



https://www.si-trust.gov.si/sl/digitalna-potrdila/poslovni-subjekti/prevzem-spletnega-potrdila-sigen-ca-za-zaposlene/

3 sigen-ca g2 wpl2 A

4. Digitalno potrdilo se vam bo preneslo samodejno.

V primeru da se vam ne prenese samodejno izberite tipko Shranite.

= SI-TRUST
(A

DrZavni center za storitve zaupanja

Prevzem digitalnega potrdila SIGEN-CA
(v datoteko)

V zadnjem koraku ste shranili datoteko. Ce niste prepricani, kliknite gumb "Shranite".
Pozor: tega koraka kasneje ne boste mogli veé ponoviti. Ce datoteke ne shranite, bo vase potrdilo izgubljeno.

V pomo¢ pri dokonéanju namestitve digitalnega potrdila sledite navodilom Prevzem digitainega potrdila SIGEN-CA v 5
KORAKIH

Uraden FAQ (Pogosta vpraSanja uporabnikov) za prevzem digitalnega potrdila najdete TUKAJ.


https://www.si-trust.gov.si/sl/podpora-uporabnikom/

Navodila za namestitev digitalnega potrdila SIGEN-CA

1. Zanamestitev digitalnega potrdila na tipkovnici pritisnite Windows logo tipko + R
Pokazalo se vam bo okence v katerega vpiSete inetcpl.cpl in nato izberete OK.

= Run >

Type the name of a program, folder, document or Internet
rescurce, and Windows will cpen it for you,

Open: | TR 2

QK Cancel Browse...

2. 'V zgornji vrstici izberete zavihek Content in nato Certificates

&% Internet Properties ? >

General Security Privacy ©Content  Connmections Programs Advanced

Certificates
IUse certificates for encrypted connections and identification,
Clear S5L state I Certificates Publishers
AutoComplete
= AutoComplete stores previous entries Settings
= on webpages and suggests matches
for you,
Feeds and Web Slices
E Feeds and Web Slices provide updated Settings
F| content from websites that can be
read in Internet Explorer and other
programs.

0K Cancel Apply




Izberete tipko Import...

& Certificates >

Intended purpose: <All= o

Personal Qther People  Intermediate Certification Authorities  Trusted Root Certificatior 4 | *

Issued To Issued By Expiry Date  Friendly Mame

=
Cql
ol
E

- Export... Remaove Advanced

Certificate intended purposes

Client Authentication
View

Close

Nato izberete Next

o* Certificate lmport Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revaocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autherity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

To continue, did Mext.

Mext Cancel




5. Izberete Browse... in poi§cete novo shranjen certifikat. Nato izberete Next.
X

& 4# Certificate Import Wizard

File to Import
Spedfy the file you want to import.

File name:

| C:\Users-Do'A'nloads'l,sigen-ca g2.p12 | I Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P78)

Microsoft Serialised Certificate Store ((55T)

Mext Cancel



6. V podro¢je za Geslo vpisite svojo Aktivacijsko kodo. Oznacite moZnosti vnosa in izberite Next.
POMEMBNO:

Obvezno morate oznaciti (obkljukati) Mark this key as exportable.

€ o Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key,

Password:

[ ] Display Password

Import options:

nable strong priva y protection. You will be prompted every time the
Enable str ivate ke tection. ¥ ill b ted time th
private key is used by an application if you enable this option.

I ark: this key as exportable, This will allowe you to back up or transport your
eys at a later time.

[ ]Protect private key using virtualised-based security(Mon-exportable)

@Indude all extended properties.

Mext Cancel



7. lzberite Next.

&«

8. lzberite Finish.

~

*
= Certificate Import Wizard
Certificate Store
Certificate stores are system areas where certificates are kept.
Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.
(O automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store
Certificate store:
| Personal Browse. ..
MNext Cancel
&# Certificate Import Wizard
Completing the Certificate Import Wizard
The certificate will be imported after you dick Finish.
‘You have specified the following settings:
Certificate Store Selected by User JREEE]
Content PFX
File Mame C:\Wsers [P ownloads\sigen-ca g2
< >



Navodila za preverjanje digitalnega potrdila

1. Zanamestitev digitalnega potrdila na tipkovnici pritisnite Windows logo tipko + R
Pokazalo se vam bo okence v katerega vpiSete inetcpl.cpl in nato izberete OK.

= Run >

Type the name of a program, folder, document or Internet
rescurce, and Windows will cpen it for you,

Open: | TR 2

QK Cancel Browse...

2. 'V zgornji vrstici izberete zavihek Content in nato Certificates

&% Internet Properties ? >

General Security Privacy ©Content  Connmections Programs Advanced

Certificates
IUse certificates for encrypted connections and identification,
Clear S5L state I Certificates Publishers
AutoComplete
= AutoComplete stores previous entries Settings
= on webpages and suggests matches
for you,
Feeds and Web Slices
E Feeds and Web Slices provide updated Settings
F| content from websites that can be
read in Internet Explorer and other
programs.

0K Cancel Apply




3. Izberemo novo namesc¢eno digitalno potrdilo.

&' Certificates *

Intended purpose: <Al e

Personal  Other People  Intermediate Certification Authorities  Trusted Root Certification) * | *

Issued To Issued By Expiry Date  Friendly Mame

= SIGEN-CA G2 22/12/2026  sigen-ca g2
= |

Impart... Expart... Remaove Advanced

Certificate intended purposes

<All=
View

Close




Pod zavihkom Details lahko izberemo Subject.
Tukaj lahko preverimo, da je digitalno potrdilo veljavno in da je bilo izdano za FGG.

n | Certificate >

General Cetals  Certification Path

Show: | <All= e
Field Value 2
DSignat.JrE hash algorithm sha25a
DISSUEF SIGEM-CA G2, VATSI-17659957, R
D'u'alid from Wednesday, 22 December 2021 1
B'u'alid to Tuesday, 22 December 2026 11:3,
5] Subject i
=] Public key RSA (2048 Bits)
I'_']DI thlir law narametara NG nn w7
£ >

SERIALNUMBER =
CN =

SN = I

G = I

[lo=LLFeG |
= alovenla

C =51

Edit Properties... Copy to File...
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